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2. Purpose and Scope of the report

* Cyber risks are more than ever a threat to any
organization

« Cyber reporting is a key aspect of the EU
Cybersecurity Strategy, but requirements can be
difficult to navigate

« Our report aims to help organisations to link the
EU regulatory landscape to risk and insurance
management

Top 5
risks in

2020

= =

Cyber threats Cyber threats Cyber threats

Uncertain Supply chain or Geopolitical
economic growth  disruption failure uncertainties

Availability Geopolitical Uncertain
of key skills uncertainties economic growth

Data fraud Uncertain Talent
or theft economic growth management

Over-regulation Over-regulation Data breach

Source: FERMA Global Risk Manager Survey Report 2024
(forthcoming)
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3. A brief overview of the regulatory landscape

All these regulations require notification to both Supervisory Authorities and if needed to individuals
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3. A brief overview of the regulatory landscape

Complexity and stack of Cyber incident

Accumulation of European notification requirements
legislations, all with distinct
objectives and aims Different authorities

= the burden of stacked regulations Different triggers

Notification and Crisis Management

concurrently Different deadlines

Different content

Different sanctions

) FERM Anticipating changes
% Shaping the future



4. Case Study : Critical Infrastructure hit by a Ransomware
Attack and a Data Breach

A €3 billion turnover company headquartered in France with a subsidiary in Luxemburg
performing services in the health industry (hospitals or clinics), suffers a ransomware attack

GDPR

Applies to all companies either
public or private, worldwide, that
process personal data of EU
Citizens.
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4. Case Study : Critical Infrastructure hit by a Ransomware °
Attack and a Data Breach
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Employee of Unauthorized Virus spread Encryption 1st Ransom demand
the Medical access into the whole of Patients

Group open IT System Data (20m)

an email
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4. Case Study : Critical Infrastructure hit by a Ransomware
Attack and a Data Breach

=R M

» Backups are also encrypted
= Negotiation with Hacker
= Attempt to decrypt the Data with

First Countdown
expired
New Ransom demand

=

Data Recovery Specialist

National Data
Protection
Authority

Notification
letters sent to
Data Subjects
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4. Case Study : Critical Infrastructure hit by a
Ransomware Attack and a Data Breach

& @ M

Qualify the Notification  Supervisory
Incident deadline Authorities

KX

Individuals Sanction

Insurance
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4. Case Study : Critical Infrastructure hit by a

Ransomware Attack and a Data Breach
Qualify the incident

Personal Data Breach

A breach of security leading to the accidental or unlawful destruction, loss
alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.

Shaping the future
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4. Case Study: Critical Infrastructure hit by a Ransomware

Attack and a Data Breach
Notification deadline
Without undue delay and no later
core
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4. Case Study: Critical Infrastructure hit by a Ransomware
Attack and a Data Breach

Supervisory Authorities

@ @ Data Protection Authority
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4. Case Study: Critical Infrastructure hit by a Ransomware
Attack and a Data Breach

Individuals

&

@
i

Notification to Data subjects without
undue delay when there is a risk of privacy

N
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4. Case Study: Critical Infrastructure hit by a Ransomware *
Attack and a Data Breach

Sanction

Administrative fines

Failure to comply with
articles 33 and 34 can lead
to “(...) administrative fines
up to €10m, or in the case
of an undertaking, up to 2%
of the total worldwide
annual turnover of the
preceding financial year,
whichever is higher (...)"
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4. Case Study : Critical Infrastructure hit by a
Ransomware Attack and a Data Breach
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5. Practical Guidance for Risk Managers

Raise your profile

 Use this legislation to internally promote risk
Management’s contribution to cybersecurity

Communication

Risk * Position yourself as the ‘orchestra conductor’ of
Manager risk management:

« Informing about risks to adequately cover it in
case of an incident,

Compliance - Collaborating with key internal stakeholders to
& Audit manage risks,
« Reporting both internally and externally on any
incident.

) FERM Anticipating changes
% Shaping the future



18

5. Practical Guidance for Risk Managers

Person responsible for monitoring and
informing on emerging risks

Be involved in Cyber Risk Governance
« Clear cyber governance structure is crucial

 Risk managers can play a central role

Professional organisations

« Raise awareness on cyber risks within your _ Requlator
. . ccountants
Ol’gaﬂlsathﬂS Insurance brokers

Other external consultants
Lawyers
Risk managers

Note: 7% for ‘Other’. Don't know was excluded.
Source: 2023/2024 WTW Directors & Officers Liability
Insurance Survey.
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5. Practical Guidance for Risk Managers

Be prepared

Completed a cyber table-top exercise in the last Feel that the organisation is well/very
12 months prepared to manage a cyber incident effectively

« Have an incident response
plan

Company size (revenue)
Company size (revenue)

« Conduct tabletop exercises

Source: 2023/2024 WTW Directors & Officers Liability Insurance Survey
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6. Insurance considerations

Match covered events
with Incidents defined in
NIS2, DORA, CRA, GDPR

Coverages for Regulatory
proceedings: defense costs,
coverage for fines and
penalties

Coverages for Notification

02 costs in response to a
Data Breach and/or a
Security Breach

Focus on local or
International
regulations: LOPMI,
SEC...

20
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Recommendations to the EU
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Strategic update

Reporting stack

Communication
complexity

Role of the Risk
manager

v Revise the EU
Cybersecurity
Strategy

v Map all kinds of

cyber-related
reporting
requirements,
ransomware
reporting
requirements to
identify areas of
possible
simplification

Aim to reduce or
simplify reporting
requirements by 25%

v' Evaluate the concept

of a “single point of
entry” for cyber
incident notification

Give EU Member
States guidance on
how to streamline
the various entities
involved.

Stimulate cyber risk
management best
practices, especially
for the SME segment

consider the
insurance/risk
transfer implications
of future EU cyber
legislation
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Wrap-up

O
m Are you ready?
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SAVE THE DATE!

Daria Krivonos
FERMA's Next Webinar ﬂ
« Topic: Global risk report 2025: the -, |
perspective of European Risk Managers Lorraine Stack
and Internal Auditors {

« Date: 17 February 2025, 16:00 to 17:00

- Speakers:
 Lorraine Stack

« Laurence Eeckman The perspective of = /7 G
European Risk Managers N Ann Brook
« Ann Brook and Internal Auditors ) o

e Moderator: Daria Krivonos

V]
;:.'é 17 February, 2025 (, 16:00 - 17:00 CET
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SAVE THE DATE!

FERMA Seminar 2025

« Join the FERMA 2025 Seminar to explore
the broadening horizon of value chain and
what it means for risk management.

@ EUROPEAN RISK
\  MANAGEMENT

SEMINARE

 Date: 23-24 October 2025
* Place: Hotel Kameha, Zurich, Switzerland

« More information:
www.ferma.eu/risk-management-events/ s

HOTEL KAMEHA
ZURICH, SWITZERLAND
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http://www.ferma.eu/risk-management-events/

Contact us

FERMA - Federation of European
Risk Management Associations

Avenue de Tervuren 273, B12
1150 Brussels, Belgium

+32 2 76194 32
www.ferma.eu
enguiries@ferma.eu

B X ofermarisk
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WTW

Laure Zicry

Head of FINEX Cyber, Western Europe
M+ 33(0) 673928916
laure.zicry@wtwco.com
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